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About This Guide

This guide covers the configuration information you need to set up Arbortext
Publishing Engine for your site. It contains information on the initial set up of
configuration parameters. Then you can use it to tweak your site implementation
and to aid in troubleshooting.

This Configuration Guide for Arbortext Publishing Engine manual provides
information on configuring and managing the Arbortext PE Request Manager and
its Arbortext PE sub-processes. It includes descriptions of archiving and queuing
transactions, as well as monitoring and reporting capabilities for the Arbortext PE
Request Manager and its Arbortext PE sub-processes. It also covers using
Arbortext Publishing Engine as a publishing server for Arbortext Editor clients.

You can configure how to track transactions between clients and the Arbortext PE
server. You can set logging and trace parameters to collect information when
troubleshooting. You can save interim files produced during publishing, collect all
document type files being used during transactions, and archive transactions.

Be sure to review Arbortext Publishing Engine Release Notes and Installation
Guide for Arbortext Publishing Engine before you proceed with configuring
Arbortext Publishing Engine. Also, Arbortext Editor, Arbortext Publishing
Engine, Arbortext Styler, and Arbortext Architect Release Notes contains release
information that may pertain to your use of Arbortext PE sub-processes, document
types, stylesheets, and custom applications. Pay particular attention to publishing,
API and other information that's not related to the user interface. Read it to get a
complete view of release information before you complete your Arbortext
Publishing Engine installation or upgrade.

Refer to Components of Arbortext Publishing Engine on page 11 for a description
of components specific to Arbortext Publishing Engine.



Prerequisite Knowledge

This documentation is intended for the Arbortext PE server administrator. This
document assumes advanced skill using servlet containers, web servers, and
HTTP protocols. To install, set up, and configure Arbortext Publishing Engine,
you should have substantial experience as a web server administrator. To
understand the information in this manual, you should be familiar with the
implementation at your site and with standard system administration tasks.

In a typical implementation, a client program or web browser sends an HTTP
request to a web server. The web server interprets the URL and passes the request
to the servlet container. The servlet container knows how to call Arbortext PE
Request Manager from its own configuration file, and it constructs and passes a
request object and a response object to the Arbortext PE Request Manager. From
the request object, the Arbortext PE Request Manager determines the client who
sent the request, what work to perform, and what data to return in the response
object to the servlet container. In turn, the servlet container returns the response to
the web server, which then returns it to the client making the request.

A list of terms you should review:

* Request object — This is a Java object that contains all the information from a
client HTTP request. A servlet is configured to handle it by evaluating a
portion of the URL for routing.

* Response object — This is a Java object that's created in conjunction with the
Request object and constructed to handle the returned results. A custom
application uses its methods to specify the information to be returned as the
HTTP response.

* Servlet — A web component, managed by a servlet container, that generates
dynamic content. Servlets interact with web clients using a request and
response model implemented by the servlet container. This request and
response model is based on the behavior of the Hypertext Transfer Protocol
(HTTP).

» Servlet container — A servlet container deploys the web application into its
runtime environment. It loads and manages a servlet throughout its lifecycle
using the servlet context. When the servlet container initializes the servlet, it
creates the servlet context object which contains information about the
servlet's runtime environment.

* Servlet context — A Java object that manages the runtime state of a servlet for
the servlet container. It defines the servlet's view of the web application it's
running in.

»  Web application — A collection of servlets, JavaServer Pages, HTML
documents, images, archives, or other data.
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Preparing to Configure Arbortext
Publishing Engine

Arbortext Publishing Engine Tools and RESOUICES .............covvviiiiiiiiiiiiiiiececee e 1"
Components of Arbortext Publishing ENgine..............coiiiiiiiiiiiiii e 1"
INItIAlIZAtION PrOCESS .. ... it e 16
Load Balancing and CIUSTEIiNG ........uuiiiiiii e 18
Monitoring and Reporting Using @ Web Browser ... 19

Before you begin setting up the Arbortext PE server, be sure you read the
following:

* Review Installation Guide for Arbortext Publishing Engine to be sure
Arbortext Publishing Engine was correctly installed, including integration
with a servlet container or web server application.

* Configuring Arbortext Editor to Use Arbortext PE server on page 23, if you
will be configuring Arbortext Editor clients.

* Understanding Transactions on the Arbortext PE server on page 37, if you will
be managing transactions, especially using the transaction archive capability.

* Understanding Queuing on the Arbortext PE server on page 41, if you will be
implementing and managing queuing.

* Windows Configuration on page 57

» Setting Configuration Parameters on page 69, especially The e3config.xml
Configuration File on page 71.

Before you proceed with Arbortext Publishing Engine configuration, you should
be aware of the following:



The configuration files have predefined objects with either assigned or implicit
default parameter values that enable much of Arbortext Publishing Engine
functionality as installed. You will not need to change most of these values.

If someone at your site creates custom applications that implement any of the
Arbortext Publishing Engine Java interfaces that will run on the server side of
Arbortext Publishing Engine, you may need to create new object definitions,
attributes, and parameters in the configuration files to allow them to run. The
interfaces are described in Programmer's Guide to Arbortext Publishing
Engine.

You'll need to work closely with the programmer implementing these
applications for your site as the parameter list specified in the configuration
files must meet the structure and requirements of the interface implemented in
the custom application.

It’s best to set up your server in a non-production area first until you have the
configuration set up properly.

10
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Arbortext Publishing
Resources

Engine Tools and

The following describes specific Arbortext Publishing Engine tools and resources
for configuring, developing, and testing your production environment.

Tools and Resources

Component

Description

Arbortext Publishing Engine index
page

HTML page that provides monitoring
and reporting operations for Arbortext
Publishing Engine and links for running
test applications

Arbortext Publishing Engine status
report

HTML page that displays a status
report for Arbortext Publishing Engine
and Arbortext PE sub-process activities

Arbortext Publishing Engine
transaction archive

Archival tool that can be configured to
keep transaction requests and
responses, log messages, and archive
the files used to process them.

Arbortext Publishing Engine
Configuration program

Utility that controls some setup
activities for Arbortext Publishing
Engine

Arbortext Diagnostics program

Tool for tracing and logging Arbortext
PE sub-process information, including
the user account name for Arbortext
Publishing Engine.

Arbortext Publishing Engine Test
Utility

Tool for testing Java, JavaScript,
VBScript, and ACL custom scripts

Arbortext Publishing Engine Interactive

User interface for the Arbortext PE sub-
process used primarily for Arbortext
Publishing Engine configuration,
application development, and testing

Components of Arbortext Publishing

Engine

The following list describes the components of Arbortext Publishing Engine.
Unless otherwise noted, Java programmers can implement their customized

versions of these components.

Preparing to Configure Arbortext Publishing Engine
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Arbortext PE Request Manager — The Arbortext Publishing Engine Java
servlet that handles all HTTP requests and responses for document conversion
and manipulation. It implements the standard init, service, and
destroy methods of a servlet.

Incoming requests are passed to active Arbortext Publishing Engine Request
Handlers according to configured criteria. When a response is returned to the
servlet, the Arbortext PE Request Manager conveys the response to the servlet
container, which returns the response to the client making the request.

Arbortext Publishing Engine Request Context — A Java object that
implements the E3RequestContext interface. The Arbortext Publishing Engine
Request Context provides services and information about resources available
to the context and writes to log files.

The Arbortext Publishing Engine Request Context object is created by the
Arbortext PE Request Manager init method. It provides information to each
Arbortext Publishing Engine Request Handler, Arbortext Publishing Engine
Request Selector, Arbortext PE sub-process pool, Arbortext Publishing Engine
Cache Manager, Arbortext Publishing Engine Queue Manager, and Arbortext
Publishing Engine Initializer. The Arbortext Publishing Engine Request
Context provides information about the Arbortext Publishing Engine
environment such as parameter values, and services such as the location of an
Arbortext PE sub-process service pool. It can also write to a servlet log and
permits custom code to modify the global state of the Arbortext Publishing
Engine environment.

Arbortext Publishing Engine Request Handler — A Java object that
implements the E3RequestHandler interface. The Arbortext PE Request
Manager passes an incoming request to each defined Arbortext Publishing
Engine Request Handler to determine which one is configured to service it.

A custom Arbortext Publishing Engine Request Handler must implement the
init, destroy, and service methods. The init method is called during
Arbortext PE Request Manager initialization, and it will receive the Arbortext
Publishing Engine Request Context object and the parameters from the
Arbortext Publishing Engine configuration file (e3config.xml). The
service method is called to process a client request, creating a request
object and a response object. The Arbortext PE Request Manager goes to each
Arbortext Publishing Engine Request Handler, in the order they're defined,
looking for a response that signifies whether it can process the query contained
in the request. The Arbortext PE Request Manager calls the Arbortext
Publishing Engine Request Handler's de st roy method during termination.

Arbortext Publishing Engine Request Function — A Java object that
implements the E3RequestFunction interface. The Arbortext Publishing
Engine Request Handler is configured to map query parameters from the
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request to Arbortext Publishing Engine Request Functions. Each built-in
Arbortext Publishing Engine function is mapped to a corresponding built-in
Arbortext Publishing Engine Request Function. For example, the f=status
function is mapped to the com.arbortext.e3.FunctionStatus interface.

The Arbortext Publishing Engine Request Handler distributed with Arbortext
Publishing Engine can be customized to add custom function names and

mappings without writing a new Arbortext Publishing Engine Request
Handler.

» Arbortext Publishing Engine Request Selector — A Java object that
implements the E3RequestSelector interface. Each Arbortext Publishing
Engine Request Selector object applies test criteria to a request to help
determine routing. If the request matches a predefined condition, the request is
accepted by its Arbortext PE sub-process service pool for processing.

A Request Selector has an init and a test method. The init method is
called during Arbortext PE Request Manager initialization; and it receives the
information in the Arbortext Publishing Engine Request Context object and
the parameters from the Arbortext Publishing Engine configuration file
(e3config.xml). The test method is called when the Arbortext PE
Request Manager needs to evaluate a request against a set of tests associated
with an Arbortext PE sub-process pool. For example, a request selector could
test a request for an HTTP header content-type: text/xml and return
TRUE or FALSE.

Arbortext Publishing Engine Request Selectors can be logically combined
using AND or OR in the Arbortext Publishing Engine Request Evaluator,
otherwise known as the TestSet defined for each Arbortext PE sub-process
pool.

» Arbortext Publishing Engine Request Evaluator — A Java object that
implements the E3RequestEvaluator interface. The Arbortext Publishing
Engine Request Evaluator can be defined in the TestSet section for each
SubprocessPool, QueueManager, Queue, and Notifier defined in
the Arbortext Publishing Engine e3config.xml file.

This wrapper-type TestSet object can combine a set of defined Arbortext
Publishing Engine Request Selector tests to create test criteria. Two or more
tests can be logically combined using AND and OR logic to form more
complex criteria. For example, a TestSet might have a test to detect a
particular content-type header and another test to detect a particular
query parameter that also has a specific value. If an HTTP request meets this
criteria, the Arbortext Publishing Engine Request Evaluator returns a boolean
value of TRUE and the request would be accepted.
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Arbortext Publishing Engine Initializer — A Java object that implements the
E3Initializer interface.

This object's init method is called after all other objects are initialized. An
initializer can execute startup tasks, such as retrieving and caching publishing
configuration reports or transforming and caching stylesheets.

Arbortext Publishing Engine Request Object — A Java object that implements
the E3ApplicationRequest interface and contains all information being
submitted in an HTTP request to Arbortext Publishing Engine.

Arbortext Publishing Engine Response Object — A Java object that
implements the E3ApplicationResponse interface and contains the response to
the HTTP client making a request.

Arbortext PE sub-process — An individual Arbortext Publishing Engine
process, similar to Arbortext Editor, that performs document formatting,
conversion, or other document manipulation for the Arbortext PE Request
Manager as requested by an HTTP client.

Arbortext PE sub-process Pool — A Java object that implements the com.
arbortext.E3SubprocessPool interface and controls a group of Arbortext PE

sub-processes that are identical and interchangeable. The Arbortext PE
Request Manager evaluates an HTTP request against each Arbortext PE sub-
process pool in the order they're defined in the Arbortext Publishing Engine
e3config.xml configuration file.

Each Arbortext PE sub-process pool is uniquely identified and has its own
parameters, such as minimum and maximum number of processes, time-out
values, and so on. If you have more than one, each Arbortext PE sub-process
pool must have an Arbortext Publishing Engine Request Evaluator TestSet
defined in e3config.xml to specify the criteria for assigning HTTP
requests to it.

One Arbortext PE sub-process pool must always be configured as the default
pool; the default pool allocates an Arbortext PE sub-process to service any
HTTP request if no other pool is configured or available. Because a request is
assigned to the first Arbortext PE sub-process pool with matching criteria, the
order in which pools are defined is important. Because the default pool is
designed to service any HTTP request, put the default pool last to be sure that
all other enabled pools are evaluated.

The Arbortext PE sub-process Pool can't be customized.

Arbortext PE sub-process Context — A Java object that implements the
E3SubprocessContext interface.

An Arbortext PE sub-process Context object contains any parameters
specified in the SubprocessContext element for a SubprocessPool,
along with the Arbortext PE sub-process pool name and the Arbortext PE sub-
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process number (taken from the range of minimum to maximum number of
Arbortext PE sub-processes).

Arbortext PE sub-process Context serves two purposes:

O An Arbortext Publishing Engine Request Handler can retrieve the
information provided by the Arbortext PE sub-process Context.

O  The Arbortext PE sub-process Context object is passed to the individual
Arbortext PE sub-process taking the request, making it available to
Arbortext Publishing Engine custom applications (ACL, Java, JavasScript,
and VBScript).

* Arbortext Publishing Engine Queue Manager — Java object that implements
the com.arbortext.e3.QueueManager interface.

An Arbortext Publishing Engine Queue Manager determines whether an
HTTP request should be queued. The Arbortext PE Request Manager offers
the request to each queue manager in the order in which they are defined in the
Arbortext Publishing Engine configuration file. When a queue manager
accepts the request, Arbortext PE Request Manager stops and takes the HTTP
response from the Queue Manager and passes it to the client.

» Arbortext Publishing Engine Queue — Java object that implements the com.
arbortext.e3.ArbortextQueue interface.

The Arbortext Publishing Engine Queue is a container of ordered transactions
that are awaiting execution. Transactions are placed on a queue by an
Arbortext Publishing Engine Queue Manager. The Queue Manager offers the
request to each queue in the order in which they are defined in the Arbortext
Publishing Engine configuration file. When a queue accepts the request, it
holds it until the Queued Transaction Scheduler selects it for processing. After
completion, a queued transaction is deleted from its queue.

* Arbortext Publishing Engine Notifier — Java object that implements the com.
arbortext.e3.E3Notifier interface.

A notifier is called by the Arbortext PE Request Manager each time a
transaction changes from one state to another. A notifier can be implemented
and configured to respond to a transaction state change by performing an
action, such as send an email.

* Arbortext Publishing Engine Transaction — A transaction is a request and
response pair processed by the Arbortext Publishing Engine. The transaction
includes the request transmitted to Arbortext PE Request Manager by a client,
the response returned, and any intermediate files or logs generated when
producing the response. The transaction is created upon receiving the request,
and associated files are placed in the active transaction directory to wait for
processing. There are two types of transactions:

Preparing to Configure Arbortext Publishing Engine 15



O an immediate transaction

Arbortext Publishing Engine transmits the response to the waiting client
immediately after processing is complete. The immediate transaction will
then be deleted from the active transaction directory. You can configure an
immediate transaction to be archived in the Transaction Archive directory
afterward.

O aqueued transaction

Arbortext Publishing Engine places a transaction on a queue (provided the
request meets queuing criteria) until it can be processed. After the
transaction is processed, the client can retrieve the resulting output from
the active transaction directory using the transaction ID. The transaction
will be deleted from the active transaction directory according to the
configuration settings for duration and retrieval by the client. You can
configure a queued transaction to be archived in the Transaction Archive
directory afterward.

Initialization Process

During initialization, Arbortext Publishing Engine starts its minimum number of
Arbortext PE sub-processes according to a configuration specification.
Periodically, Arbortext Publishing Engine checks for idle Arbortext PE sub-
processes and tracks the lifetime duration of each Arbortext PE sub-process.

When an HTTP request is passed to Arbortext PE Request Manager, Arbortext
Publishing Engine assigns it to the idle Arbortext PE sub-process with the least
elapsed time since last use. If there is no idle Arbortext PE sub-process, Arbortext
Publishing Engine will start a new Arbortext PE sub-process to handle the request
if the maximum number of Arbortext PE sub-processes allowed is larger than the
minimum number. of Arbortext PE sub-processes.

Finding the right balance of configuration settings depends on your hardware,
network traffic, system capabilities, volume and size of requests, and other factors
that are particular to your site. In most cases, you will achieve the most efficient
throughput by setting the maximum number of Arbortext PE sub-processes to the
number of processors on the Arbortext Publishing Engine server system. This
guideline ensures all CPUs will be used and avoids unnecessary context
switching, which can hinder throughput.

Arbortext PE Request Manager Startup

Like every Java Servlet, the Arbortext PE Request Manager provides three
methods that are called by the Java servlet container in which it runs: init,
service, and destroy.
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The Arbortext PE Request Manager's init method is called by the Java servlet
container, either when the container itself starts or when the container receives the
first request for Arbortext Publishing Engine. During initialization, the Arbortext
PE Request Manager will perform the following functions:

1. Locates and reads the e3config.xml configuration file and constructs an
E3ConfigFile object containing defined elements, their attributes, and
their parameters.

2. Creates the Arbortext Publishing Engine Request Context that provides
initialization information to all the Arbortext Publishing Engine Java objects
specified in the e3config.xml file.

3. Starts and initializes each Java object, using its parameters described in
e3config.xml, such as request selector tests, cache managers, queue
managers, request handlers, subprocess pools, and initializers. Generally
speaking:

* Each object described in e3config.xml must implement a supported
Arbortext Publishing Engine Java interface with an init method.

* The Arbortext Publishing Engine Request Context object is passed to each
init method.

* Objects are initialized in the order in which they appear in
e3config.xml.

* As each defined object is initialized, the Arbortext PE Request Manager
adds knowledge about that object to its data structure, as acquired through
the Arbortext Publishing Engine Request Context object.

After initialization, HTTP requests can be processed. The servlet container calls
the Arbortext PE Request Manager's service method each time an HTTP
request is received. The service method performs the following operations:

1. Passes the request to each Arbortext Publishing Engine Cache Manager, in the
order they're defined in e3config.xml. If a cache manager has a cached
response that can satisfy the request, the response is returned to the client and
the service function returns.

2. Passes the request to each Arbortext Publishing Engine Queue Manager, in the
order they're defined in e3config.xml. If a Queue Manager is willing to
accept the request for processing later, the Queue Manager sets the response to
be returned to the client and stores the request. Then the service function
returns.

3. Passes the request to each Arbortext Publishing Engine Request Handler, in
the order they're defined in e3config.xml. The Request Handler
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determines if it can process the request or if the request needs an Arbortext PE
sub-process.

4. If the request requires an Arbortext PE sub-process, the Request Handler will
pass it to each Arbortext PE sub-process pool, in the order they’re defined in
e3config.xml until one can accept it for processing.

Load Balancing and Clustering

Load balancing and clustering can improve scalability, availability, fail-over
capabilities and performance.

* Load balancing distributes the work load to multiple identical servers based a
predefined load-balancing policy. It can be implemented using hardware,
software, or a combination of both. Two popular methods use DNS round
robin distribution or server hardware to direct network traffic using some kind
of network device.

Choosing a load balancing approach depends on existing infrastructure, cost,
and demand, among other considerations. You will need to research specific
hardware and software solutions for implementing load balancing.

* Clustering is implemented as software installed on a group of servers
organized into clusters. It shares the work load according to the software
protocol.

Clustering can support features not available with server load balancing, such
as persistent session data across multiple server nodes. Clustering can be more
difficult to implement.

Arbortext Publishing Engine can be deployed using either a server load balancing
approach or clustering, except for those that use web farms. Arbortext Publishing
Engine should not be clustered in a group of virtual servers running on a single
physical server.

It's easier to implement load balancing for Arbortext Publishing Engine as it does
not specifically need the session data used in clustering or sticky routing.

Whenever Arbortext Publishing Engine is deployed on multiple physical servers,
regardless of the method you choose, all servers running Arbortext Publishing
Engine must have completely identical installation trees with all customizations in
place.

In Apache Tomcat, load balancing can be implemented by directing requests to the
provided servlet Balancer. The Balancer servlet requires some Java code rules to
implement a useful load balancing scheme. Refer to the Balancer servlet
documentation for more information. In Tomcat, clustering requires programming
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Java code, so its implementation is more difficult. Choose clustering only if you
need the additional benefits for other reasons, as they are not used by Arbortext
Publishing Engine.

Modifications Made by Requests

When using load balancing or clustering, it is important that requests do not rely
on modifications made by previous requests. For example, a request could run a
script that modifies a set command option. The set command option will be
modified only on the Arbortext PE sub-process running on the Arbortext PE
server handling the request. A request to Arbortext Publishing Engine can't rely on
any action performed by a previous request. Requests are fulfilled by multiple
Arbortext PE sub-processes that do not maintain a session state or record of a
previous reques. Subsequent requests could go to a different Arbortext PE sub-
process or a different Arbortext PE server. This means that Arbortext PE Request
Manager has no information to determine how to route subsequent requests based
on previous ones.

Using the Administration Tools

Arbortext Publishing Engine is deployed by installing it on each server in a group.
Usually, a central server handles the distribution load, and it is the only server
identified to clients for their use. The identity of other servers in the group may
only be known to administrators. For an administrator to access the functionality
available for Arbortext Publishing Engine, a request must be made to the index
page on each server where Arbortext Publishing Engine is installed. Accessing the
index page on the central server distributes the request to an unidentified,
subordinate server. This means that you need to access each server individually to
obtain Arbortext Publishing Engine reports, monitor activity, and review or collect
archived transaction files for troubleshooting. Refer to Monitoring and Reporting
Using a Web Browser on page 19 for information about the features available
from the Arbortext Publishing Engine index page.

Monitoring and Reporting Using a Web
Browser

Arbortext Publishing Engine has an index page with links that return information
and perform a variety of administrative actions and sample document conversions.
After you've successfully installed and configured Arbortext Publishing Engine,
this index page is available from a web browser. Use a URL that follows the
example:

http://servername:port/e3/
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In the URL, servername is the name of the Arbortext PE server machine, and port
is the port number the servlet container or web server uses to monitor HTTP
requests on its behalf.

View PTC Arbortext Publishing Engine Information

Status, License, Version Display current status, version, or license information.
Transaction Archive Display information about completed transactions.

Queue List Display information about queues and queued transactions.
Java Properties Display the properties of the JVM in which PE is running.

Web Semvice Definitions View the WSDL file for PE web services.

Short, Detailed, Log View information about the publishing configuration.

Usage Report Display a report summarizing how client machines are using PE.
Application Save Obtain a zip archive describing PE Subprocess configuration.
All Available Information Obtain a zip archive containing all of the above information.

Administer PTC Arbortext Publishing Engine

Rescan Publishing Configuration Rebuild the publishing configuration document used by PTC Arbortext Editor
clients.
Reload Subprocesses Reload cached stylesheets and script-based applications used by PE

subprocesses. Java applications will not be reloaded.

Test PTC Arbortext Publishing Engine

EPUB, HTML, HTML Help, PDE, Convert an XML document (e3demo.xmi) to the specified output format. (Graphic
PostScript, RTE, SGML, XML links may not work correctly.)

DMP Input, Image, Web, or Help; Web Convert an XML document (e3demo.xml) to a zip archive containing the specified
Application format

Word, RTE, HTML, PDF, Text, DocX, Convert a sample file in the selected format to XML.

WordML

ACL, Java, JavaScript, VBScript Run a test PE application.

View Arbortext Publishing Engine Information

20

The Status link returns a status report. It includes:

O

basic installation, system, COM, allowed functions and global parameters
information.

Arbortext PE sub-process pool status, including whether it's enabled or
disabled, its associated configuration settings, the process IDs and
allocation status of each Arbortext PE sub-process.

all configuration settings for caches, queues, request handlers, and request
selectors.

information on the Queue List, if queues are configured. Information about
individual queues is available from the Queue List page.

system Environment Variables. If PTC D LICENSE FILE is set, it will be
included in the Environment Variables report.

The License link retrieves basic information about the installation, as well
as the license source, the user under which Arbortext Publishing Engine is
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running, and the number of processor cores and packages on the Arbortext PE
server. It also lists the optional software components installed and whether
they are licensed.

A license error report will be returned with the information that PTC D _
LICENSE FILE is either missing or set to an incorrect value (and the incorrect
value will be reported).

The Version link retrieves version information about Arbortext Publishing
Engine and its Arbortext PE sub-processes.

The Transaction Archive link retrieves information on the transaction
archive, if one has been implemented. More information about individual
archived transactions is available from the Transaction Archive page.

You can retrieve a report on the Queue List, if queues are configured.
Information about individual queues is available from the Queue List page.

The Java Properties link returns all information about the JVM.

The Web Service Definitions link returns the Arbortext Publishing
Engine WSDL definitions.

You can retrieve any of three variations of the Publishing Configuration report.

You can retrieve a Usage Report with a summary of clients and
transactions, and usage by client.

You can run an Application Save to retrieve configuration about Arbortext PE
sub-processes.

All Available Information returns a zip archive containing all the information
available about Arbortext Publishing Engine listed in this section, as well as
the output from the sample PE applications in the testing section and the
Application Save zip archive.

Administer Arbortext Publishing Engine

You can rescan the publishing configuration information and its cache for use by
Arbortext Editor clients.

You can reload scripts and update cached stylesheets on Arbortext PE server for
use by all clients.

Test Arbortext Publishing Engine

You can convert a sample document to any of the supported output formats listed.
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You can run Arbortext Publishing Engine sample test applications which return
basic information about server configuration. The source code for these sample
applications is available from your installation in PE_HOME\e3\samples, and
they're described in the Programmer's Guide to Arbortext Publishing Engine.

None of the actions available from the Arbortext Publishing Engine index page
are queued.
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Configuring Arbortext Editor to
Use Arbortext PE server

Publishing Configuration .............ooouiiiiii e 24
Arbortext Publishing Engine Security Framework..............c.coooiiiiiiiiiniii e, 25

Arbortext Editor users can be set up to use Arbortext Publishing Engine to publish
their documents. For information on the specific versions of Arbortext Editor
clients supported by Arbortext Publishing Engine, consult the system and software
requirements section of the Installation Guide for Arbortext Publishing Engine.

Arbortext Editor users need to ask the Arbortext Publishing Engine administrator
for the URL that specifies the server, port number, and Arbortext Publishing
Engine servlet specification as configured by the web application server or servlet
container where Arbortext Publishing Engine is installed. In a standard
installation, Arbortext Editor users have the option to enter the URL for the
Arbortext PE server. These options are also available to Arbortext Editor users
from the Publishing Engine panel of Tools » Preferences.

Arbortext Editor users can request a report containing Arbortext Publishing
Engine publishing information, such as document types, stylesheets, framesets,
and content pipelines available from Arbortext Publishing Engine when
publishing documents. On the Arbortext Editor client, go to the Help » PE
Configuration command.
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Publishing Configuration

The configuration information returned in the Arbortext Publishing Engine
Publishing Configuration report lists all the document types, document type
configuration files, and stylesheets available from the Arbortext PE server. You
can review this information by choosing the link for the format you want for View
information about the publishing configuration from the Arbortext Publishing
Engine index page. Click the Short link to retrieve the HTML version of the
report. (Refer to Monitoring and Reporting Using a Web Browser on page 19 for
more information on using the index page.)

The PE Publishing Configuration report lists all available stylesheets, and it
references a stylesheet by both its path and its name in separate entries. The report
warns of any duplicate stylesheet names on the server. If a stylesheet name is not
unique on the server, Arbortext Publishing Engine uses the first one it finds.

If Arbortext Publishing Engine is restarted, the Arbortext Editor client is not
aware of any changes. To be certain Arbortext Editor has up-to-date publishing
information, users must perform one of the following to cause Arbortext Editor to
automatically obtain the latest Arbortext Publishing Engine publishing
configuration information:

* Disable and then enable Use Publishing Engine in the Publishing Engine panel
of Tools > Preferences.

* Turn peservices off and then on again in Tools » Preferences » Advanced.
» Exit and restart Arbortext Editor.

Arbortext Editor uses can take advantage of the Arbortext Publishing Engine
queuing capabilities. For more information, refer to Queuing for Arbortext Editor
Clients on page 47.

Arbortext Editor can also compare its publishing configuration with Arbortext
Publishing Engine publishing configuration using the Tools » Compare Config with
PE menu item. In the Compare Publishing Configuration with PE dialog box,
Arbortext Editor users can generate the Publishing Configuration Comparison
report, which notes the differences between the publishing environment on the
client and on the server. This report is helpful in troubleshooting publishing
processing, and you should include it with the data you submit when reporting a
problem to Technical Support.

The Arbortext Editor user has a companion tool to use for troubleshooting. If there
are problems with publishing, the user can run a Tools » Save Application and
choose from two Save options for gathering data about publishing:

* Local Data

saves the application data associated with the local machine’s publishing
configuration, and it also enables Compare Local Configuration with PE. If it’s
checked, the application save will contain the comparison of the local

24 Configuration Guide for Arbortext Publishing Engine



machine’s publishing configuration with the Arbortext PE server
configuration.

PE Data

transmits the current document to the Arbortext PE server. The server opens
the document and generates an application save on the server. It will include
the data requested from the choices for Copy document type and Copy all
applications.

Note

If you are using a content pipeline on the Arbortext PE server for processing
large documents and have memory consumption problems, you can improve
content pipeline publishing processing by using the doc_estimate dfs
ACL function and set bigjobthreshold ACL command option. Refer to
the Arbortext Command Language Reference for information.

Arbortext Publishing Engine Security
Framework

Arbortext Publishing Engine includes a security framework that allows every
request sent to the Arbortext PE Request Manager to be classified as "disabled",
"unrestricted", or "restricted" based on users and groups defined in Apache
Tomcat.

Disabled requests are not processed.
Unrestricted requests are processed without authentication.

Restricted requests are only processed if they are submitted by an
authenticated user who is a member of a configured security role.

O Authenticated requests submitted by other users are not processed.

O If a client submits an unauthenticated request, the Arbortext PE Request
Manager will reject the request in a way that instructs the client to prompt
for an ID and password and resubmit the request. If the client
authenticates successfully, and the user is a member of the required role,
then the request will be processed.

The users with the pe-user role can view the status of a specific transaction.

The users with the pe-user role can connect Arbortext Editor with Publishing
Engine and publish from Arbortext Editor, and the pe-admin role is not
required.
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If a request cannot be processed, the Arbortext PE Request Manager will return an
error message in the HTTP response returned to the client. For every request
received, the Arbortext PE Request Manager will write a line to an audit file
explaining why the request was processed or not processed.

~ Note

The Arbortext Publishing Engine security framework provides a layer of
security against improper access to Arbortext Publishing Engine, it should be
considered as only one component of your site’s broader security plan.

The security framework is enabled by default and can be disabled, and configured
using entries in e3config.xml. If the framework is disabled, none of the
described request processing takes place and the Arbortext PE Request Manager
will operate as it did in earlier versions of PE. By default, the framework is
enabled.

Configuring Form-Based Authentication

If the security framework is enabled, the login page appears. To use custom login
pages, it is required to update the PE web.xml file to specify both the login page
and the login error page.

These are the configuration settings for the sample authentication html files that
are provided:

<login-config>

<auth-method>FORM</auth-method>
<realm-name>PTC Arbortext Publishing Engine</realm-
name>

<form-login-config> <form-login-page>/e3login.html</
form-login-page>
<form-error-page>/e3login-failed.html</form-error-
page>

</form-login-config>

</login-config>

The security framework makes use of the user ID and role support provided by
Apache Tomcat. Tomcat supports defining user IDs, securing each user ID by a
password, and mapping each user ID into one or more roles. The Arbortext
Publishing Engine security framework makes use of this support to determine
whether a restricted request should be processed or rejected.

The following sections detail how to enable, disable and configure the framework,
and provide the requirements for configuring Apache Tomcat to work with the
Arbortext Publishing Engine security framework.
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~ Note

You must also ensure that Tomcat is configured in line with current security
best practices.

Default Actions for the User Roles

The default e3config.xml file defines certain actions that require “pe-user”
role and certain actions require “pe-admin” role.

For example, the users with the “pe-user” role can connect to Publishing Engine
and submit publishing jobs. The users with this role can also view the status of a
specific transaction. The “pe-admin” role is required to view the full list of
transactions or to view a full Publishing Engine status listing.

Enabling and Disabling the Security Framework

Arbortext Publishing Engine security framework is enabled by default. If the
Arbortext Publishing Engine security framework is enabled the user should be
provided with the authentication form. If you enter wrong credentials the error
form gets displayed.

Once Arbortext Publishing Engine is installed you can choose to disable the
security framework by opening e3config.xml and setting the
com.arbortext.e3.enableSecurityFramework parameter to a value
of false as in the following example.

<!-- This parameter specifies whether the security framework
is enabled or disabled. For compatibility with versions
of PE earlier than 7.0 M030, set it to "false".
CAUTION: if this value is set to "false", PE will allow
any user to submit any request. No authentication will
be performed.
-—>
<Parameter name="com.arbortext.e3.enableSecurityFramework"

value="false"/>

Arbortext Editor publishing requests to Arbortext Publishing Engine now support
user authentication. To request that Arbortext Editor requests are authenticated,
modify thee3config.xml file and set the
compositionIdentificationPolicy parameter to remote. Once the user
authenticates, the username is used to verify the identity of requests for the
duration of the user session. This parameter value can only be used if all Arbortext
Editor clients are version 8.1.2.0 or higher. If any earlier Arbortext Editor clients
are in use, set the compositionIdentificationPolicy parameter to
header.
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Restart Arbortext Publishing Engine for the change to take effect.

~ Note

If the Arbortext Publishing Engine security framework is disabled the user
does not get the authentication form.

Configuring Security Constraints

Security constraints are the mechanism used by the Arbortext PE Request
Manager to classify a request as disabled, unrestricted, or restricted. Each security
constraint consists of one or two parameters and a test set. When the Arbortext PE
Request Manager receives a request, it searches the list of security constraints
defined in e3config.xml until it finds a security constraint with a test set
matching the request. The search is in the order security constraints are configured
ine3config.xml. If no security constraint matches the request, the Arbortext
PE Request Manager rejects the request with an error message.

If a security constraint’s access parameter value is restricted, the
Arbortext PE Request Manager checks to see if the request is authenticated. If not,
the Arbortext PE Request Manager rejects the request using an HTTP result code
that states authentication is required. Most web browsers will prompt for an ID
and password and resubmit the request. If the password is legal for the ID, the
resubmitted request will be considered properly authenticated. If the request is
authenticated, it will have an associated user ID and the Arbortext PE Request
Manager will check to see whether the user ID has the role specified by the
security constraint's role parameter value. If the ID has the role specified, the
request is allowed to proceed. If the role does not, the Arbortext PE Request
Manager rejects the request with an error message.

Following is a sample security constraint configuration as delivered in
e3config.xml. Note that the security constraint named “admin-requests”
refers to the standalone test set “admin-tests” using the ref attribute, while
security constraint named “unrestricted-requests” has an in-context test set.
<!-- Security Constraints that determine who can submit which
requests. Note that users and roles are defined in web.xml
and in Tomcat's tomcat-users.xml configuration files.
-—>
<SecurityConstraints>
<!-- The following requests must be submitted by an
authenticated user with the "pe-admin" role. -->
<SecurityConstraint id="admin-requests">
<Parameter name="access" value="restricted"/>
<Parameter name="role" value="pe-admin"/>
<TestSet ref="admin-tests"/>
</SecurityConstraint>

28 Configuration Guide for Arbortext Publishing Engine



<!-- The following requests may be submitted by any user.
No authentication is required. -->
<SecurityConstraint id="unrestricted-requests">
<Parameter name="access" value="unrestricted"/>
<TestSet>

<Or>

<Test name="test-request-unrestricted"/>

<Test name="test-editor-queuing"/>

</0r>

</TestSet>

</SecurityConstraint>

</SecurityConstraints>

Creating security constraints can become fairly complex, and it is possible to code
an incomplete or erroneous security constraint in e3config.xml. For example,

a constraint might not have an access parameter, a constraint with an access
parameter value of restricted might not have a role parameter defined, or
the test set might reference a non-existent standalone test set. The Arbortext PE

Request Manager will check for such inconsistencies when it initializes and reads
e3config.xml. For each error it finds, it will make an entry in its error log. Be
aware of the following items:

Security constraints are described on the Arbortext Publishing Engine status

If a constraint's test set does not exist, or contains tests that are invalid, the

constraint will match all requests.

If the Arbortext PE Request Manager detects any error, the security constraint
will behave as if it has an access parameter value of disabled. This will

result in any request that the security constraint handles being rejected, with

errors returned to the client and written to the servlet log.

report. The entry for any inconsistent constraints will state that the constraints are
inconsistent.

Configuring Users and Roles

Configuring Roles on Arbortext Publishing Engine

At installation, e3config.xml references only two roles: “pe-user” and "pe-
admin". You may want to define more roles. (For example, restricting f=java

requests to users with the role "java-client" and f=ac1 requests to users with the
role "acl-client".)

Configuring Arbortext Editor to Use Arbortext PE server
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To define additional roles, perform these steps:

1. Opene3config.xml and create security constraints with role parameters
specifying the new roles.

2. OpenPE HOME\e3\e3\WEB-INF\web.xml and define each new role
created in e3config.xml. The content of web.xml is defined in the Java
Servlet Standard.

Following is an example of the role-related content of web . xm1 as installed:
<!-- These are the security roles referenced by e3config.xml.
If you need additional roles in e3config.xml, you must add
them here, too. Note that you must modify Tomcat's tomcat-
users.xml file to define user IDs which are members of these

roles.
-—>
<security-role>
<role-name>
pe-admin
</role-name>
</security-role>
<security-role>
<role-name>
pe-user
</role-name>
</security-role>

Configuring Users and Roles in Apache Tomcat

You must configure Apache Tomcat with the user IDs and roles that Arbortext
Publishing Engine will be checking for. Configure roles and users in the file
conf\tomcat-users.xml, found in the top-level Tomcat installation
directory. Apache Tomcat is installed with a tomcat-users.xml that contains
only comments. No roles or users are defined by default.

Follow is an example of roles and users as they could be defined in tomcat-
users.xml:

<tomcat-users>

<role rolename="pe-admin"/>

<role rolename="pe-user"/>

<user username="ptc" password="ptcpassword" roles="pe-admin"/>
<user username="user" password="userpassword" roles="pe-user"/>
</tomcat-users>
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/. Caution

Do not use the configuration as shown here in your production system.
Unauthorized people trying to access your Arbortext PE server may try these
published values.

You must also ensure that Tomcat is configured in line with current security
best practices.

This defines two roles and two user IDs, each of which is a member of one role.
Configuring with this example can be useful for testing. If you use a web browser
to access the Arbortext Publishing Engine Index Page and are asked for
authentication, authenticate as user "ptc" and you should be allowed access.
Authenticate instead as "user" and access should be disallowed.

~ Note

Defining users and roles in tomcat-users.xml is supported by Apache
Tomcat as installed. However, defining a site's users and roles in this manner
may not be the best solution for many environments. For example, you may
wish to have your users IDs and passwords be defined by your existing
Tomcat-based corporation security infrastructure. Refer to the documentation
supporting your existing system for information on its integration with other
systems.

Security Framework Logging

Each time the Arbortext PE Request Manager receives a request and evaluates it,
it writes an entry to an audit log file describing the request itself, the decision
reached "(allow to proceed, reject), and the reason for the decision. Following is
an example from an audit log file:

09:27:20 [http-apr-8080-exec-2] INFO GatelLogEntry.auditLog -
uri='/e3/servlet/e3' secured='false' host='127.0.0.1"
addr="'127.0.0.1" protocol="HTTP/1.1' scheme='http' method='GET'
query="'f=status' sc='admin-requests' authReg='true'
alreadyAuth='false' triedAuth='true' rcAuth='false'
remoteUser=null' allowed='false' why='du' status='401"
reason="'Response set up to request authentication.'

09:27:25 [http-apr-8080-exec-3] INFO GateLogEntry.auditLog -
uri='/e3/servlet/e3' secured='false' host='127.0.0.1"
addr="'127.0.0.1"' protocol="HTTP/1.1' scheme='http'
method="'GET' query='f=status' sc='admin-requests'
authReg='true' alreadyAuth= 'false' triedAuth='true'
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rcAuth="true' remoteUser=ati' allowed='true' why='arm'
status='200"' reason='user 'ati' has role 'pe-admin''

10:53:47 [http-apr-8080-exec-6] INFO GatelLogEntry.auditLog -
uri='/e3/jsp/queuelist.jsp' secured='false' host='127.0.0.1"
addr="'127.0.0.1" protocol="'HTTP/1.1' scheme='http' method='GET'
query="null' sc='admin-requests' authReg='true'
alreadyAuth='false' triedAuth='true' rcAuth='false'
remoteUser=null' allowed='false' why='du' status='401"
reason="'Response set up to request authentication.'

10:53:47 [http-apr-8080-exec-7] INFO GatelLogEntry.auditLog -
uri='/e3/jsp/queuelist.jsp' secured='false' host='127.0.0.1"
addr="'127.0.0.1"' protocol="HTTP/1.1' scheme='http' method='GET'
query="'null' sc='admin-requests' authReg='true'
alreadyAuth="'false' triedAuth='true' rcAuth='true' remoteUser=ati'
allowed="true' why='arm' status='200"
reason='user 'ati' has role 'pe-admin

10:53:52 [http-apr-8080-exec-5] INFO GateLogEntry.auditLog -
uri='/e3/servlet/e3' secured='false' host='127.0.0.1"
addr="'127.0.0.1"' protocol="HTTP/1.1' scheme='http' method='GET'
query="'f=app&file=Saptpath/e3/e3/e3demo.3f"’
sc='unrestricted-requests' authReg='false' alreadyAuth='false'
triedAuth='false' rcAuth='false' remoteUser='null' allowed='true'
why="'aru' status='200"
reason='No authentication required for this request.'

) T

Each entry starts with the time of the request, the thread ID, the message level,
and the issuing module. Each entry then reports the following items:

* uri — URI of the request as received by Arbortext Publishing Engine
* host — Name of the Arbortext PE server

* addr — IP address of the Arbortext PE server

* protocol — Request protocol

* scheme — Scheme of the URL (http or https)

* query — The request query string

* sc — ID of the security constraint that matched the request

* authReqg— "true" if authentication was required. Otherwise, "false".
* alreadyAuth — "true" if the request was already authenticated

* triedAuth — "true" if the Arbortext PE Request Manager tried to
authenticate the request

* rcAuth — "true" or "false" as returned from the authentication attempt
+ remoteUser — User ID of an authenticated request

* allowed — "true" if the security constraint allowed the request to proceed.
Otherwise, "false".

* why — Value to provide to PTC Technical Support when filing a case
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status — HTTP result code returned if access was denied

reason — Description of why access was or was not allowed

Use the following approaches to ensure requests are being properly accepted and
rejected.

Examine the audit log file.

Open e3config.xml and set the debug flag to “true”. Send requests to
Arbortext Publishing Engine and examine the servlet log.

Customizing the Security Framework

When customizing the Arbortext Publishing Engine security framework, be aware
of the following items.

By default the Arbortext Publishing Engine security framework divides all of
the requests that Arbortext Publishing Engine processes into 2 classes:
administrative and non-administrative. The former processes are restricted, the
latter are unrestricted. The framework can be made more precise by adding
additional security constraints that are more finely grained; matching
individual f=ac1 requests, f=java requests, an so on, rather than matching
all requests.

Some requests that Arbortext Publishing Engine supports should not be made
restricted, because they are submitted by client programs that cannot process
requests for IDs and passwords. For Arbortext Publishing Engine composition
(in which Arbortext Editor submits publishing requests to the Arbortext PE
Request Manager, the following requests must remain unrestricted:

0 f=javaclass=com.arbortext.e3ci.Application

O f=java class=com.arbortext.e3c.Application

O f=gt-cancel

O f=qgt-discard

0 f=gt-list

© f=gt-retrieve

The final four f=gt - functions are only required if Arbortext Editor is
submitting QUEUED transactions. If your site doesn't use queuing, you can

restrict these four functions and disable queuing by setting the parameter
com.arbortext.e3.queueCompositionOperations to never.

For composition requests from the WVS Arbortext Publishing Engine Worker,

the following request must remain unrestricted:
f=java class=com.arbortext.ptc.windchill.Compose
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For composition requests from the Windchill Service Information Manager
Worker (also called the SIS Worker), the following request must remain

unrestricted:
f=acl function=main::composeSisPE

Be aware that, in addition to the controlling the security framework, the
e3config.xml file restricts the ACL, APP, Java, JavaScript, and VBScript
PE applications that can run.

Besides configuring Arbortext Publishing Engine, several items can be
configured in Apache Tomcat by modifying web . xm1 or Tomcat's
servlet.xml.

In servlet.xml, you can configure the following items.

© Enable HTTPS with or without client-side certificate authentication
O Disable HTTP so that only HTTPS requests are accepted

O Control how session IDs are managed

For more information, refer to the documentation provided for Tomcat by the
Apache Software Foundation.

In web . xm1, you can configure the following items.

O Session timeouts
O The authentication method used
©  How cookies are used

O Additional security roles

For more information, refer to the Java Servlet Standard.

~ Note

You must also ensure that Tomcat is configured in line with current
security best practices.

The standard user requests referring to content created or owned by specific users
now require authentication to validate the user is authorised to view such content.
This makes use of a new rule test-editor-userid, which may be used for
validating a user’s ID that matches the criteria of a request. These two rules, the
updated user-requests and test-editor-userid can be updated by
administrators to register permissions for Publishing Engine user requests.

For more information on authentication, see Enabling and Disabling the Security
Framework.
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Disabling HTTPS

HTTPS is enabled by default in an Arbortext Publishing Engine installation. To
disable it, edit web . xm1 and remove the following section:

<security-constraint>
<web-resource-collection>
<web-resource-name>HTTPSOnly</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>

</user-data-constraint>

</security-constraint>

For more information about setting up Apache Tomcat using HTTPS, refer to the
topic ‘SSL/TLS Configuration’ from the documentation provided for Tomcat by
the Apache Software Foundation.
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Understanding Transactions on
the Arbortext PE server

Transaction STAteS ......ooiiiii i 39
Using the Transaction ArChIVE ..........cuuiiii e 40

A transaction is a request transmitted to Arbortext PE Request Manager by a
client, the response returned after processing, and any intermediate files or logs
generated in the process of producing the response. After receiving a request,
Arbortext PE Request Manager assigns a unique transaction ID, provides an
optional transaction name if supplied, and allocates an associated Transaction
Directory for the request. Arbortext Publishing Engine stores the data associated
with the request in that directory. As it processes the request and generates a
response, Arbortext Publishing Engine writes additional control information,
intermediate files, and the response itself to the transaction directory.

A transaction is considered complete when the process is finished and a result is
generated. The result of a complete transaction can be successfully published
output or instead, contain errors or warnings, as long as the transaction finished.

If the request is an immediate transaction, meaning it will be processed as soon as
possible, Arbortext Publishing Engine transmits the response to the waiting client
immediately after processing is complete. The immediate transaction will then be
deleted from the active transaction directory. However, you can configure the
transaction to be archived in the Transaction Archive directory afterward.

If the request is a queued transaction, meaning Arbortext Publishing Engine places
the transaction on a queue, it will wait in a queue until it can be processed
according to the queuing configuration criteria. The associated files are placed in
the active transaction directory to be available when the transaction is processed.
After the transaction is processed, the client can retrieve the resulting output from
the active transaction directory using the transaction ID. The transaction will be
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deleted from the active transaction directory according to the configuration
settings for duration and retrieval by the client. Arbortext Editor users retrieve the
output using Tools » Queued Transactions.

When a transaction is completed, expires, or is deleted from the active transaction
directory, the Arbortext PE Request Manager determines if the transaction meets
the criteria for archiving in a Transaction Archive directory afterward. A public
Transaction Archive can be visible to users from the Arbortext PE server index
page. If a particular transaction is considered secure, an alternate transaction
archive can be configured to store it, where it will be unavailable through the
index page. You can configure transaction archive parameters in
e3config.xml.

Arbortext PE Request Manager tracks the transaction ID so that it’s not reused,
but it has no knowledge about whether the transaction has been archived. The
parameters that control transaction handling and storage are described in The
Global Active Transaction Parameters on page 71 and the The Global Transaction
Archive Parameters on page 74. To learn about queuing, refer to Understanding
Queuing on the Arbortext PE server on page 41. Transactions can also be named,
supplied in the submitted query from an application or Arbortext Editor, or
configured using a global parameter. Refer to Queuing Query Parameters on page
46 and The Global Transaction Name Parameter on page 73 for more information.

You can track queued transactions that are waiting to be processed or are
completed. See Monitoring Queues on page 49 for more information.
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Transaction States
A transaction can exist in one of a number of distinct states during its lifecycle.
* idnitializing
The Arbortext PE server is receiving the request.
* waiting

The transaction is waiting to be allocated to an Arbortext PE sub-process (for
immediate requests).

* qgueued

The transaction was placed in a queue and is waiting to be executed by the
Queued Transaction Scheduler.

* processing

The transaction is being executed by an Arbortext PE sub-process.
. +

complete

The transaction is finished. A completed transaction can be completed
successfully or completed with errors. Note that if the results is an error report
rather than the expected document, the transaction is still considered complete.

A transaction can also expire while waiting for an Arbortext PE sub-process
allocation (if it’s an immediate transaction).

* cancelled
The transaction has been cancelled.

The transaction lifecycles are as follows:

* An immediate request transaction follows the lifecycle:
Initializing = Waiting = Processing = Complete

* A queued request transaction follows the lifecycle:
Initializing = Queued = Processing = Complete or Cancelled

A completed transaction may be available in the Transaction Archive if it meets
the archiving criteria. Refer to Using the Transaction Archive on page 40 for more
information.

Transaction Notifiers

When a queued transaction changes from one state to another, it can inform a
configured notifier object of the change. A notifier object can be called by the
Arbortext PE Request Manager each time a queued transaction changes from one
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state to another. Notifiers are configured in e3config.xml. A notifier accepts
parameters that control its operation, as well as an optional TestSet to respond
only to certain types of transaction states. A notifier can be configured to take an
action based on a change in queued transaction state. These states can be specified
in the notifier parameter com.arbortext.e3.target-states, described
in Configuring a Notifier on page 97.

Using the Transaction Archive

The Transaction Archive can store all files used in processing a transaction after
it’s finished. The parameters that control the behavior for archiving transactions
are described in The Global Transaction Archive Parameters on page 74.

The Transaction Archive lists the transactions that have been processed and
subsequently archived on the Arbortext PE server. This report is available from
the Transaction Archive link on the Arbortext Publishing Engine index page. The
report displays the transactions from newest to oldest. Refer to Monitoring the
Transaction Archive on page 115 for information.
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Understanding Queuing on the
Arbortext PE server

HOW QUEUING WOTKS ...ttt ettt e e e e e e e eeaneanaans 42
Configuring @ QUEUE MaNAJET..........oiiiiiiii e e et e 43
ConfiguIING QUEUES. ... .ceieiiii et e et eeeeaa s 44
The Queued Transaction Scheduler........ ... 45
Queuing QUEry Parameters ...........ooooiiiiiiiiiii e 46
Queuing for Arbortext Eitor ClIeNtS..........cooviiiiiiiiii e 47
MONItOrING QUEBUES ...t e et e e e e e e eean s 49

Client requests can be queued, and one or more Queue Managers and queues can
be set up to process transactions according to their configuration criteria. When
queuing is set up on the server, Arbortext PE Request Manager creates a
transaction ID for a request and then passes it to each Queue Manager. When a
Queue Manager accepts the transaction, it then offers the transaction to each
queue in turn. The queue that accepts the transaction makes the request available
to be processed during its active interval, and then it stores the result in the active
transaction directory according to its configuration. You can configure how long
transactions are kept in the active transaction directory. You can also configure
which transactions will be archived, as well as how long they will be kept.
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How Queuing Works

Queuing stores transactions for processing at a later time. The queue’s
configuration criteria determine when its transactions will be processed. Because
parameters can interact with each other, it’s important to set up a test area while
you are configuring your queues.

A request to queue a transaction can come from a variety of clients, such as
Arbortext Editor users, custom applications, or web browsers. In each case, the
initial response from the Arbortext PE server is to notify the client that the request
has been queued and to return the assigned transaction ID. This initial notification
can be returned in HTML or XML form.

A Queue Manager is the queuing gatekeeper for incoming requests. A Queue
Manager examines a request and determines whether to offer it to queues, and
then offers it to any configured Arbortext Publishing Engine queues until one
accepts it or they all refuse it. When a queue accepts the request, the request
becomes a transaction which is stored in the queue until the Queued Transaction
Scheduler can execute it (see The Queued Transaction Scheduler on page 45 for
information).

The queue configuration determines how and when queued transactions are
available for the Queued Transaction Scheduler to process. Queued transactions
are made available during a queue's active time interval. When a transaction is
executed, the result is stored in the active transaction directory, and the transaction
request is deleted from the queue. Configuration criteria determine this active time
interval, order of transaction processing within the queue, simultaneous execution,
and so forth.

There is a distinction between a Queue Manager and queues. A Queue Manager
controls what gets queued. However, a queue controls how queued transactions
are handled, such as their order of processing, when the Queued Transaction
Scheduler is allowed to execute them, and other conditions. In distinguishing
between Queue Managers and Queues, custom code could determine which
requests get queued without having to worry about how queued transactions are
stored. Custom code could also control how queued transactions are handled
without having to worry about which transactions get queued.

Resource allocation and consumption is managed according to the following:

* An Arbortext PE sub-process pool will only allocate an Arbortext PE sub-
process to the Queued Transaction Scheduler if no immediate requests are
waiting for an Arbortext PE sub-process from that pool.

* ThemaxConcurrentQueuedTransactions global parameter can set
the number of transactions that are allowed to execute simultaneously overall.
See The Global Active Transaction Parameters on page 71 for information.

* Themax-concurrent-transactions queue attribute (set for an
individual queue) can set the number of transactions that are allowed to
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execute simultaneously from that queue. See The max-concurrent-transactions
Attribute on page 96 for information.

* ThemaxConcurrentQueuedTransactions Arbortext PE sub-process
pool attribute can set the number of Arbortext PE sub-processes from that pool
that can be simultaneously allocated to the Queued Transaction Scheduler.
Setting this value to zero prohibits queued transactions, and reserves the entire
pool only for immediate transactions. See The
maxConcurrentQueuedTransactions Attribute on page 102.

When you are ready to set up queuing, the following sections explain the
configuration parameters you might use:

» Active transaction parameters described in The Global Active Transaction
Parameters on page 71.

» Transaction archive parameters described in The Global Transaction Archive
Parameters on page 74

* Global queuing parameters described in The Global Queuing Parameters on
page 76.

* Queue parameters described in Specifying Queues on page 93.

You can also set up Arbortext PE sub-process pools that are dedicated to taking
only immediate requests or only queued requests. Refer to Configuring Sub-
process Pools on page 100 for information.

~ Note

For backward compatibility, Arbortext PE Request Manager always handles
requests from older versions of Arbortext Editor as immediate (rather than
queued) requests by default (which requires no special configuration).

Configuring a Queue Manager

A Queue Manager screens requests to determine which requests are offered to the
queues, and then it sends responses to the client with information about the
queued transaction. Each time Arbortext PE Request Manager receives a request,
it determines whether it should pass the request to each configured Queue
Manager. Ordinarily, you only need one Queue Manager, but if you have more
than one, the request is offered to each, in the order they are defined in
e3config.xml. A Queue Manager declines a request by returning a null
response, in which case the Arbortext PE Request Manager continues to the next
defined Queue Manager. If a Queue Manager accepts the request, it returns an
HTTP Response to the Arbortext PE Request Manager, which returns the response
to the client.
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A Queue Manager can further filter a request using a TestSet parameter to
control which requests to examine and whether to offer the request to the queues.
See Specifying Test Sets on page 91 for information.

A Queue Manager is a Java object that must implement the com.arbortext.e3.
E3QueueManager interface. Each QueueManager can have an associated list of
parameters, as defined by an application that implements the com.arbortext.e3.
E3QueueManager interface.

The Arbortext Publishing Engine Queue Manager

One Arbortext QueueManager is defined in e3config.xml, with its class set to
com.arbortext.e3.QueueManager and ID default-gm. The Arbortext
Queue Manager examines each request looking for the HTTP query parameter
queue=yes, and takes one of the following actions:

+ declines to queue a request if the request does not specify the parameter
queue=yes.

* returns an error if a request includes queue=yes but no queue can accept the
transaction.

» generates a response page for the client containing the transaction ID if
queue=yes and a queue accepts the transaction.

The response page will be in either HTML or XML format. The query parameter
response-format can specify xml or html. If response-format=xmlis
present, it will return an XML response. If it’s not specified, the default is HTML.

Configuring Queues

A queue is a container of transactions that are awaiting execution. Transactions
are placed on a queue by a Queue Manager evaluating incoming requests. A
Queue Manager offers the request to each queue in the order they are defined in
e3config.xml. After a queue accepts it, the transaction waits until the queue’s
configuration allows the Queued Transaction Scheduler to select it for execution
(see The Queued Transaction Scheduler on page 45). When execution is complete,
a queued transaction is deleted from its queue. The transaction is placed in the
active transaction directory for the client to retrieve.

Each queue can further filter a request using a Test Set parameter to accept or
decline a request based on the additional test set criteria. For example, it could
filter the request based on whether a Arbortext Editor client requests a PDF (see
Specifying Test Sets on page 91 and Queuing for Arbortext Editor Clients on page
47 for information).

A queue is a Java object that implements the interface com.arbortext.e3.E3Queue.
The sample implementation code for it is found in:
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PE _HOME\e3\samples\java\com\arbortext\e3\
ArbortextQueue.java

The Basic Arbortext Publishing Engine Queue

Arbortext Publishing Engine has one basic Queue implemented in
e3config.xml. It specifies the class
com.arbortext.e3.ArbortextQueue with the ID default-queue.

It accepts all requests and process them in the order they are received. You can use
this queue as a sample to follow for adding and configuring other queues. Queue
Managers process queues in the order that they are configured in the
e3config.xml file. Remember to give each queue a unique name.

The Arbortext queue supports the following basic features:

« Can examine a transaction and either accept it or decline

* Can be enabled or disabled, according to its configuration or manually

* Can be active or inactive, according to its configuration

* Can list the transactions queued within it and determine their priority

* Can allow a transaction to be moved up or down in the list

» Can allow a transaction to be deleted from the queue

* Can hold all transactions in the queue, even when it’s enabled and active

Consult Monitoring Queues on page 49 for information on queue administration.
See The Global Queuing Parameters on page 76 and Specifying Queues on page
93 for information on configuration parameters for queues.

The Queued Transaction Scheduler

The Queued Transaction Scheduler is a background process running under the
Arbortext PE Request Manager. The scheduler monitors both the queues and
Arbortext PE sub-process pools, trying to match queued, active transactions with
idle, available Arbortext PE sub-processes. When the Queued Transaction
Scheduler is searching for transactions to execute, it will process queues in the
order they are configured in e3config.xml. By default, it does not require that
all transactions on one queue start execution, or complete execution, before it
starts executing a transaction on a subsequent queue.

You can set a parameter that consists of a list of queue IDs that delay execution of
transactions on a particular queue until the transactions on all of the listed queues
are either inactive or empty of all transactions except those being held. SeeThe
previous-queues Attribute on page 96 for information.
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The global parameter

com.arbortext.e3.transactionArchive.IInterval controls the
interval for checking for queued transactions (see The Global Queuing Parameters
on page 76). It’s set to 1 0seconds by default, and you should not have to change

1t.

Queuing Query Parameters

The Arbortext Publishing Engine implementation of a Queue Manager and
queuing supports the following HTTP query parameters. These parameters can be
used by client applications and web browsers to specify how to handle a queued

request.

Query Parameters for Queuing

Parameter Name

Value

Description

queue

yes or no

Specifies whether to queue a request. If
this parameter is omitted or set to no in the
request HTTP query, the transaction is
treated as an immediate request.

The default is no.

queue-
priority

1,2,3,4,0r5

Specifies the priority of the request when
placing the transaction on a queue. 1 is the
highest and 5 is the lowest.

queue=yes must also be specified.

The default is 3

transaction-
name

descrip
tive—-name

Specifies the descriptive text to be used for
a transaction name. The specification can

include the string $t, that will be replaced
with the unique transaction ID assigned on

the Arbortext PE server. For example,
transaction-name=Docs St
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Query Parameters for Queuing (continued)

Parameter Name |Value Description
response- xml or html |Specifies the format of the response that
format the Queue Manager will return to the client

submitting the request. The response will
contain the transaction ID.
queue=yes must also be specified.

The default is html.

notify-email |avalid email |Specifies an email address to which a
address notification can be sent when the
transaction completes. A notifier must be
set up on the Arbortext PE server.

Note that this parameter may be specified
with both immediate and queued requests.

If you implement a notifier, the notifier needs to receive a request-
parameter from the HTTP query set to the value of the query parameter name
that will be used to submit an email address. To use the built-in notify-email
query parameter, the request-parameter must be set to notify-email.
When the client submits a request, notify-email=
"user@mycompany.com" must also be part of the query request. See
Configuring a Notifier on page 97 for information about the sample package,
including an example for using it.

Queuing for Arbortext Editor Clients

Arbortext Editor users can be permitted to queue their publishing requests. They
can then retrieve the resulting output using Tools » Queued Transactions.

Publishing requests sent from Arbortext Editor will include the ati-
operation-type parameter and the publishing type as its value. The values
for this parameter are used to determine what is displayed as the Operation on the
Queued Transaction List and Completed Transaction List web pages on the
Arbortext PE server, as well as the Transaction Archive web page. Refer to
Monitoring Queues on page 49 and Requesting the Queue Reports on page 118 for
more information.

Queuing can be set up for Arbortext Editor users by configuring its Publishing
Engine preferences or choosing queuing from a publishing dialog box. Refer to
Using Arbortext Publishing Engine for Publishing Documents help topic in the
Arbortext Help Center.

The ati-operation-type parameter can specify the following:

* appsave
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means Generate Application Save
* epub
means Publish For EPUB
* htmlfile
means Publish HTML
* htmlhelp
means Publish HTML Help
e import
means Import Document
* Inr

means Generate Line Numbers

* pdf
means Publish PDF
e rtf

means Export to RTF

* web

means Publish Web

e xsl
means Publish Using XSL

You can use the ati-operation-type parameter to configure a queue to
accept transactions of a specific publishing operation by creating a TestSet that
looks for the appropriate publishing types. See Specifying Test Sets on page 91 for
information.

When you submit queued transactions to the server, you can assign a descriptive
name to the transaction. Transactions are identified by their unique transaction ID,
so a queued transaction name allows you to provide a more readable description
for the published document. Given that you can specify any text for a queued
transaction name, it is not unique for finding a particular transaction or retrieving
specific results. You can also set the value for individual publishing requests in the
Transaction Name field in the File > Publish dialog boxes when publishing a
document.
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Monitoring Queues

Several tools are available to monitor queues and their transactions. The Queue
List link on the Arbortext Publishing Engine index page (described in Monitoring
and Reporting Using a Web Browser on page 19) displays the list of configured
queues.

From the Queue List web page, you can get information about the queues:

Info link displays the Queue page containing the queue’s configuration.
Enabled reports the queue state.

Action lets you toggle the enabled/disabled state.

Active reports whether the queue is currently active.

Queued Transactions displays the number of queued transactions. The numeral
link displays the Queued Transaction List page.

Completed Transactions displays the number of completed transactions, The
numeral link displays the Completed Transaction List page.

For more information on queuing reports, refer to Requesting the Queue Reports
on page 118. For more information on transaction list reports, refer to The
Transaction List Page on page 119.
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Understanding Publishing Rules
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A publishing rule is a set of parameters that are applied to a document publishing
process. Some parameters are general and apply to all outputs, such as a stylesheet
or profiling. Other parameters are specific to the output type, such as HTML
encoding, PDF configuration file, or Web frameset. A publishing rule offers a way
to save favorite publishing choices to be reused. Multiple rules can be grouped
together into a rule set, and then used to publish a document multiple times to
multiple outputs.

Arbortext Editor users can create a publishing rule on the fly and save it to use
again when publishing the next time. A Arbortext Editor user defines a publishing
rule by choosing:

* Tools » Administrative Tools » Publishing Rules

* Create Rule from any of the dialog boxes that are launched from the choices
on the File » Publish menu:

O  ForWeb

O  For HTML Help
© For EPUB

O HTML File

© PDF File

O RTF File

O Using XSL
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~ Note
Import/Export, Print Preview, and Print do not support publishing rules.

Arbortext Editor users can then choose File » Publish » Using Rule and select a
rule or rule set from the list to publish the document. Publishing rules are
documented in the online help for Arbortext Editor. Refer to Publishing Rules
Overview in Arbortext Help Center, under Authoring with Arbortext Editor » Help »
Printing and Publishing » Publishing Rules

Publishing rules can also be specified by client programs or by the built-in
Arbortext Publishing Engine f=convert function parameter. For more
information, refer to the Programmer's Guide to Arbortext Publishing Engine.
Publishing rules parameters are documented in the Customizer's Guide.

The publishing process in effect at the time the publishing rule is saved determines
the type of publishing rule. There are two types of publishing rules as determined
by the publishing mode the user is currently using:

* A local publishing rule is created if Arbortext Editor is using Arbortext
Styler or a local Print Composer option license for publishing. A 1ocal
publishing rule can be saved in the following locations:

O publishingrules subdirectory of the application and custom
directories

O publishingrules directory of the Arbortext Editor installation

O the user’s home directory

local publishing rules can be selected for publishing only if Arbortext
Editor is using Arbortext Styler or a local Print Composer option license.

* A server publishing rule is created if Arbortext Editor is using Arbortext
Publishing Engine for publishing (Tools > Preferences > Publishing Engine,
the preference for Use Publishing Engine is checked). In this case, a server
rule is still saved locally (in the same possible locations as 1ocal publishing
rules).

server publishing rules can be selected for publishing only if Arbortext
Editor is using Arbortext Publishing Engine for publishing (meaning the Use
Publishing Engine preference is checked).

Arbortext Editor looks for publishing rule files in several locations, and offers the
user a list of publishing rules that are of the type supported by their current
publishing mode:
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* inapublishingrules subdirectory of application and custom
directories

* inthe publishingrules directory of the Arbortext Editor installation

* in the Arbortext Editor user’s home directory

* on the Arbortext PE server, if Arbortext Editor is using Arbortext Publishing
Engine for publishing.

Arbortext Editor users can check the online help for more information on creating
publishing rules and rule sets.
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Managing Publishing Rules

An administrator can manage a set of reusable publishing parameters by adopting
a strategy for creating, saving and deploying publishing rules. Because the type of
rule is determined by the publishing process in effect when the rule is created, you
need to be aware of the following:

+ If'the user is using Arbortext Styler or a local Print Composer option license
for publishing, the rule is saved as a 1ocal rule. A 1ocal rule is available to
the Arbortext Editor user only when publishing using one of these options.
The user can’t select a server publishing rule.

+ If'the user sends publishing requests to Arbortext Publishing Engine (the
Publishing Engine preference for Use Publishing Engine is checked), the rule is
saved as a server rule. A server rule is still saved locally. A server rule
is available to the Arbortext Editor user only when publishing with Arbortext
Publishing Engine. The user can’t select a 1ocal publishing rule.

A Arbortext Editor client can display a server publishing rule list consisting of
some combination of server rules that were created and saved locally combined
with server rules deployed on the Arbortext PE server. The next section
describes deployment strategies.

The Publishing Configuration report contains information about publishing rule
files. It includes only those publishing rule files that are free of errors. If a rule file
is incorrectly formed, has the same unique ID as another rule file, or some other
error, that information will be noted in the publishing configuration log, but it will
not be included in the Publishing Configuration report. Rule files with errors are
not presented as choices to Arbortext Editor clients. Refer to Publishing
Configuration on page 24 for information.

For information on customization of Publishing Rules using advanced parameters,
consult Customizing Publishing Rules in the Customizer's Guide.

Deploying Publishing Rules

A publishing rule or rule set intended for deployment on the Arbortext PE server
must be created using Arbortext Publishing Engine Interactive. This means that
when the rule file is saved, its type will be 1ocal on the server, but it will be
offered to Arbortext Editor clients and other client applications as a server rule.
Publishing rules can be put in the server’s custom\publishingrules
directory or a custom\publishingrules directory defined by the
APTCUSTOM environment variable.

An administrator can also deploy 1ocal publishing rules for multiple Arbortext
Editor users who are not using Arbortext Publishing Engine (meaning they have
Arbortext Styler or a local Print Composer option license ). The rule files can be
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made available from a common custom\publishingrules directory
accessible to their local machines, where the location is most likely defined by
setting the path in the user’s APTCUSTOM environment variable.

Understanding Publishing Rules
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This chapter provides information on setting up a user account for Arbortext
Publishing Engine, optional configuration performed by the Arbortext Publishing

Engine Configuration program, and integrating Arbortext Publishing Engine with
Tomcat.
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Configuring a User Account on Windows

By default, Arbortext PE sub-processes run under a special user account called
SYSTEM that has restricted access. You may want to configure Arbortext
Publishing Engine to run under a specified user account.

The default Arbortext Publishing Engine user account doesn't have network
privileges, so it can't access any network resources such as a file shared on another
host or a remote printer. For example, if you were to write a custom Arbortext
Publishing Engine application that sends a print job to a network printer, you
would need to configure Arbortext Publishing Engine to run under a specified user
account.

If Arbortext Publishing Engine needs to specify a file on a network using a UNC
path (uniform naming convention, which takes the form \\ servername\
sharedir), the default Arbortext Publishing Engine SYSTEM account wouldn't
be able to access it. However, a user account can be configured to access files
specified by a UNC if the user account has the proper permissions and the UNC
file system shares the directories with the Arbortext Publishing Engine user
account.

If Arbortext Publishing Engine is configured to run as a specified user account,
you must log in using that account if you want to run Arbortext Publishing Engine
Interactive. When Arbortext Publishing Engine is configured this way, Windows
doesn't allow Arbortext Publishing Engine Interactive to be run under a different
user account for security reasons. However, any Administrator level user account
can run the Arbortext Publishing Engine Configuration program.

When you are configuring Arbortext Publishing Engine to run as a specific user
account on Windows, the Arbortext Publishing Engine user account:

» can be set up to access network resources, if needed.
» should have internet access as it handles HTTP traffic.

* should have an interactive login so that someone can log in to perform testing
and troubleshooting.

» should have a password that doesn't expire so that Arbortext Publishing
Engine won't suddenly terminate if the account is locked without warning. Of
course, passwords should still be changed regularly.

» should have a default printer selected in the Windows Printers window. The
default printer must be a PostScript printer if you will be producing PostScript.

* does not need to have local administrator privileges on the server that it's
installed on.
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To set up Arbortext Publishing Engine as a specific user account:

You'll need to set permissions and restrictions for a specified Arbortext Publishing
Engine user account. The system administrator familiar with setting up user
accounts, especially your site's security policies and user privileges, may need to
perform the following steps.

~! Note

Your site may have security policies in place that require an IT administrator
familiar with those policies to perform these steps.

1. You should be logged in with Administrator privileges on the host machine
where Arbortext Publishing Engine is installed.

2. In Administrative Tools, open Computer Management. In the Computer
Management window, find the Local Users and Groups folder and

display the Users folder under it. From the Action menu of the Computer
Management window, choose New User, In the New User window, create a new

account and its password. Set the properties you want for the password and
click Create.

3. In Administrative Tools, open Local Security Policy. In the Security Settings
window, display the Local Policies folder under it. Click the User
Rights Assignment subdirectory to display a list of possible settings.
Find Log on as a batch job in the Policy list and double click on it.

4. In the Log on as a batch job Properties dialog box, click the Add User or Group
button. In the Select Users or Groups dialog box, be sure the object type
includes Users and the Location is the local server machine. Enter the
Arbortext Publishing Engine user account name in the object name text box.
Click the OK button to return to Log on as a batch job Properties. Click OK to
save changes and close the dialog box. Set any other privileges you want for
this account.

5. In Administrative Tools, open Component Services and navigate to Computers

» My Computer » DCOM Config. Find and display the Properties for the
Arbortext Editor entry by right clicking on the entry.

6. In the Arbortext Editor Properties dialog box, click the Identity tab. Choose the
This user option. Fill in the User and Password fields for the Arbortext
Publishing Engine account you created. You need to specify the domain or
computer name as well as the user name; enter the account name and then
click the Browse button to specify the User information.

7. Click OK to accept the changes to Arbortext Editor Properties. Click OK again
to exit.
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8. You may need to check that the Arbortext Publishing Engine user account has
permission to write to some specific directories. For example, you will want to
be sure it can write to temporary or log directories of the Windows system and
other applications, such as the servlet container directories that store log files.
For instance, you would want to check permissions for the following:

* The temporary directory set by the System's environment variable.

* Javalog and temporary directories for the servlet host application, for
example, Tomcat’s 1ogs and temp directories. On the Arbortext
Publishing Engine index page, click the Java Properties link to retrieve the
JVM System Properies page. The java.io.tmpdir property value will display
the location.

e The C:\ProgramData directory.

* Check any file path specified in the e3config.xml file, such as the
transaction archive directory.

Right click on the appropriate directory and choose Properties. Choose
Security and check if the Arbortext Publishing Engine user account is in the
list and has Full Control. If not, you will need to add the Arbortext Publishing
Engine user account and give it Full Control for the folder.

9. Restart the system. The next time Arbortext Publishing Engine runs, it will run
as the Arbortext Publishing Engine user account you created.

Verifying the Specified User Account

You can verify that Arbortext Publishing Engine is running under the Arbortext
Publishing Engine user account. The Arbortext Diagnostics utility is a program
available on Windows that displays tracing information. You can launch it from
the Arbortext Diagnostics shortcut in your PTC program group. The Arbortext
Diagnostics window contains the Module List tab that displays the Arbortext PE
sub-process information and the Trace Log tab that displays tracing output. The
Module List panel should display the Arbortext Publishing Engine user account
name instead of SYSTEM.

Using the Arbortext Publishing Engine
Configuration Program

The Arbortext Publishing Engine Configuration program lets you choose a default
printer, integrate Arbortext Publishing Engine with Tomcat, and generate a
diagnostic report. You can click a button that opens the e3config.xml file to
edit other Arbortext Publishing Engine configuration settings.
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The Apply button appearing on each tab of Arbortext Publishing Engine
Configuration applies your changes as specified. If you're using the Tomcat servlet
container, it automatically stops and restarts Tomcat for the changes to take effect.
You can continue to make further configuration changes without closing and
reopening the Arbortext Publishing Engine Configuration program each time.

Each tab in the Arbortext Publishing Engine Configuration has its own Item Help
that explains the values you can set in each of the fields. Select a field to display
its Item Help.

~ Note

Do not use a mapped or subst drive to browse for your Arbortext Publishing
Engine installation to run Arbortext Publishing Engine Configuration. When
Arbortext Publishing Engine runs as the SYSTEM account, a mapped drive
will not be available to it, which then causes problems for the COM server.

Setup Tab

The Setup tab provides some basic information about the setup of Arbortext
Publishing Engine.
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Setup | Advanced ] Tomecat /1S ] About |

Deployment Descriptor:

PTC Arbortext Publishing Engine Configuration (N... | = | = |[s£3s]

|"-."-aa-reIeases"-quince std e e IWEB-INFuwveb xml Browse...

ftem Help:

| Edit Configuration |

Service Account

Idertity: |Launching User

Default Printer: | ﬂ

Launches PTC Arbortext Publishing Engine Interactive to edit -
edconfig xml

oK | Cancel | |
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The location of the Arbortext Publishing Engine web . xm1 is displayed in the
Deployment Descriptor ficld.

Edit Configuration launches Arbortext Publishing Engine Interactive and
automatically opens the e3config.xml file containing the Arbortext
Publishing Engine configuration settings.

Service Account displays the Identity of the Arbortext Publishing Engine. If
the value in this field is Launching User, then the Arbortext PE sub-
processes run under the servlet container account. Most servlet containers run
as a Windows service under the Windows SYSTEM account. For more
information about setting up the Arbortext Publishing Engine as a specific
user account, refer to Installation Guide for Arbortext Publishing Engine.

Service Account group displays a Default Printer for the Arbortext Publishing
Engine user account. If you use Arbortext Publishing Engine to produce
PostScript output, you need to choose a PostScript printer from the list. You
don’t need to choose a PostScript printer for producing PDF.
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If the Arbortext Publishing Engine is running as a specified user, you need to
choose the default printer for the Arbortext Publishing Engine user account in
the Windows Printers window.

~ Note

If a print request from Arbortext Editor uses PTC APP, a PDF will be
returned to the user for printing.

To set the default printer for a specified Arbortext Publishing Engine user
account, you must login under this account and set the default printer as you
would for any Windows account. However, the Arbortext Publishing Engine
Configuration doesn't display the default printer even after you have manually
set it. The (must set manually) message persists in the Default Printer field. You
can try a test using PostScript output to confirm the printer is recognized by
the Arbortext Publishing Engine.

Advanced Tab

The Advanced tab displays several group boxes for managing Arbortext
Publishing Engine advanced configuration settings.
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"Setup  Advanced | Tomcat/IS | About |

PTC Arbortext Publishing Engine Configuration IE\ =] @

Advanced
Hidden Desktop Heap Size: |7GE8

Hard Emor Setting: | Display all hard erors |

Diagnostics

| Generate Diagnostic Information... |

COM Registration

MName: |Adept.AcIE3

ID: [{BC76C206-5B64-1104-9C15-00108302EAAS}

Binary: |‘\\aafeleases‘\quince std\bin'x64 editor exe
ftem Help:

(Generates detailed information about the PTC Arbortext Publishing -
Engine and loads it into a text window. This information may be

useful for troubleshooting purposes or for sending to PTC Arbortext
technical support.

oK | Cancel | |
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The Advanced group box settings control Arbortext Publishing Engine
behavior in managing aspects of its environment.

O The Hidden Desktop Heap Size sets the system heap size for the
Arbortext PE sub-processes. The Arbortext Publishing Engine
automatically suggests an appropriate value based on the number of
Arbortext PE sub-processes specified in the Setup tab.

O Hard Error Setting determines whether the hard error popup window

is displayed when an application fails. During the Arbortext Publishing

Engine development phase at your site, you should keep this setting at the
default Display all hard errors for troubleshooting purposes. In a

production environment, this setting should be changed to Suppress
all hard errors so that the Arbortext PE Request Manager can
automatically restart an Arbortext PE sub-process without waiting for a

user at the keyboard to dismiss the hard error popup window. All errors are
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reported to the Windows Event log whether they are displayed or
suppressed, so errors can be checked there.

* The Generate Diagnostic Information button produces a detailed report about
Arbortext Publishing Engine and its environment to assist with
troubleshooting. You should include the diagnostic report with any request for
technical product support from Arbortext.

* The COM Registration box verifies the Arbortext PE sub-process binary that

registered with the COM server on the system. This information might be
useful for troubleshooting.

Tomcat Tab

The Tomcat tab has a Tomcat group box which displays the Tomcat installation
path, the HTTP port Tomcat monitors, and whether the Tomcat service is stopped
or started. You can add or remove the automatic integration between this
installation of Arbortext Publishing Engine and Tomcat.

When you click Add, the Arbortext Publishing Engine Configuration program will
integrate with Tomcat.

~ Note

The Launch PE index page button tests Arbortext Publishing Engine
configuration by loading the Arbortext Publishing Engine index page through
the Tomcat servlet container.

Consult Integrating Arbortext Publishing Engine with Apache Tomcat on page 66
for more information on performing the integration.

~! Note

» Tomcat has an AJP connector defined in server .xml which monitors port
8009. However, if port 8009 is already in use, Tomcat doesn't address the
conflict. Arbortext Publishing Engine Configuration configures isapi
redirect.properties to use port 8009 to integrate with Tomcat.

About Tab

The About tab provides the version and copyright information for the Arbortext
Publishing Engine Configuration program.
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Integrating Arbortext Publishing Engine
with Apache Tomcat

If the Arbortext Publishing Engine Configuration program detects Tomcat on the
system, it prompts you during installation to integrate Tomcat with Arbortext
Publishing Engine. Integrating with Tomcat is required for Arbortext Publishing
Engine. If you choose to bypass these prompts, you can still perform these
integrations later.

~ Note

You must ensure that Tomcat is configured in line with current security best
practices.

To integrate Arbortext Publishing Engine with Tomcat

1.
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If it's not already open, start the Arbortext Publishing Engine Configuration
program. The Arbortext Publishing Engine Configuration program is available
from its Arbortext Publishing Engine program group shortcut. Choose the
Tomcat tab.

In the Tomeat group box, look at the value in the PE Integration field. If the
value is none, click the Add button to add Arbortext Publishing Engine
information to the Tomcat configuration file TOMCAT HOME\conf\
server.xml. If the field value is ot her, you may need to investigate
another Arbortext Publishing Engine installation before you can proceed. If
the value is other, choosing Add replaces the other Arbortext Publishing
Engine integration with this new one.

If the value in the Service Status field is stopped, you can click the Restart

button. You don't need to Stop the service before making changes; the
Arbortext Publishing Engine Configuration program will stop and restart the

Tomcat service when you choose OK to exit.

Click the Launch PE index page button to open the Arbortext Publishing
Engine index page. The Arbortext Publishing Engine page has links for getting
information, converting a demo document to a variety of output formats,
running test applications, and obtaining the list of Arbortext Publishing Engine
web services. If the Arbortext Publishing Engine index page appears in a web
browser, Tomcat is running, and it has been successfully configured to find the
Arbortext PE Request Manager.

On the Arbortext Publishing Engine index page, you can click on the Status
link to test whether Arbortext PE Request Manager can return a status report.
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If a status report is returned, then Tomcat is successfully running the Arbortext
PE Request Manager.

6. To test that Arbortext Publishing Engine can handle a request to do work, click
on one of the links under Test Arbortext Publishing Engine. If information or
the requested converted file is returned, then Arbortext Publishing Engine is
working properly.

Windows Configuration 67






Setting Configuration Parameters

The e3config.xml Configuration File ...............oiiiiiiiiiii e 71
Arbortext Publishing Engine Global Parameters..............cooiiiiiiieeee 71
Specifyinga Request Handler ................ooooiiiii e 83
Specifying Request SEIECIOIS..........ii i 89
SPECITYING TESE SIS ..uuiieiiii e 91
SPECITYING CACNES.....couiiiiei e 93
SPECITYING QUEUES ....cveiiieieiii et e e et e e et e e e e eaan s 93
Configuring SUb-Process POOIS ..........coouuiiiiiiiie e 100
Specifying the AllowedFunctions List ...........coooiiiiiiiii e 107
SpeCifying INItAlIZEIS ... oo e 109

The configuration file e3config.xml contains parameter definitions used as
configuration settings for Arbortext Publishing Engine. The default values are
adequate for most sites to begin development and testing. As you build your
Arbortext Publishing Engine production system, you'll need to review and
possibly enable or change parameter or attribute values in this file.

The Arbortext Publishing Engine Java, JavaScript, VBScript, and ACL sample
programs retrieve the Arbortext Publishing Engine configuration parameters and
values through the Arbortext Publishing Engine HTML index page. These sample
programs are explained in Monitoring and Reporting Using a Web Browser on
page 19.

You can also retrieve these configuration parameters from your custom
applications:

* For Java or JavaScript applications, call the E3ApplicationConfig interface.
* For VBScript or ACL applications, call the PEAppConfig package.

Consult the Programmer's Guide to Arbortext Publishing Engine for information
on using the Arbortext Publishing Engine interfaces and packages when writing
custom applications.
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To become more familiar with the specific parameters and attributes used in this
file, refer to the remaining sections in this chapter. After you've reviewed their
explanations, you can proceed to edit the file to make changes appropriate for
your site.
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The e3config.xml Configuration File

You will need to review and edit the e3config.xml configuration file, which is
an XML file that Arbortext Publishing Engine reads each time it starts.

If you are interested in reviewing the document type and DCF files for
e3config.xml, they're located in PE HOME\doctypes\e3config.

Editing the e3config.xml file

1. Open the file in Arbortext Publishing Engine Interactive on the server where
you've installed Arbortext Publishing Engine:You can start Arbortext
Publishing Engine Interactive from its shortcut on your Arbortext program
group.

2. Choose File » Open and locate the file:
PE_HOME\e3\e3\WEB-INF\e3config.xml

3. Customize existing parameters and attributes or add new ones as needed. You
will need to be familiar with your site's Arbortext Publishing Engine
implementation and any custom applications.

4. You can choose a parameter element and then choose Edit » Modify Attributes
to display the Modify Attributes dialog box.You’ll supply a parameter name
and a parameter value.

5. Choose File » Save to save your changes.

Arbortext Publishing Engine Global
Parameters

There are several global parameters that can be configured at the beginning of the
e3config.xml configuration file. These parameters set temporary directory
locations, debugging levels, transaction behavior, archiving behavior, and queuing
behavior. These global parameters are explained in the following sections.

The Global Active Transaction Parameters

The following global parameters manage active transaction storage before, during,
and after processing.

* com.arbortext.e3.transactionDirectory

Specifies the directory where Arbortext Publishing Engine puts transaction
subdirectories. For every request, Arbortext Publishing Engine will create a
subdirectory in this directory and store intermediate files in it, as well as build
the response to the request. The default directory is explicitly set to
activeTransactions. Its location is in the directory specified by
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com.arbortext.e3.tempFileDirectory, described in The Global
com.arbortext.e3.tempFileDirectory Parameter on page 82.

If your implementation will process a large number or size of transactions, you
should put the directory in a location that is not in the server’s temporary
storage area. You should also periodically monitor the completed transactions
directory to assess the disk space being used.

com.arbortext.e3.transaction.maxCompletedTransac-
tionAge

This parameter specifies the maximum time, in hours, that a transaction
directory will be kept in the Active Transaction Directory. This parameter
applies only to queued transactions that have been completed but the results
have not been retrieved. The default is explicitly set to 168 hours (or one
week).

When Arbortext Publishing Engine finishes processing a queued transaction, it
notes the time. When the interval specified by this parameter has elapsed,
Arbortext Publishing Engine may copy the transaction directory into the
transaction archive (according to the setting of the
com.arbortext.e3.transactionArchive.selector parameter).
Either way, the transaction directory is then deleted.

Queued transaction results that have been retrieved are deleted according to
the interval specified by maxRetrievedTransactionAge.

com.arbortext.e3.transaction.maxRetrievedTransac-
tionAge

This parameter specifies the maximum time, in hours, that a transaction
directory will be kept in the Active Transaction Directory. This parameter
applies only to queued transactions that have been completed, and the results
have been retrieved at least once. The default is explicitly set to 48 hours (two
days).

After Arbortext Publishing Engine finishes processing a queued transaction,
it’s available for retrieval. When Arbortext Publishing Engine receives and
processes the first request to retrieve a queued transaction result, it notes the
time. When the interval specified by this parameter has elapsed, Arbortext
Publishing Engine may copy the transaction directory into the transaction
archive (according to the
com.arbortext.e3.transactionArchive.selector parameter).
Either way, the transaction directory is then deleted.

Queued transaction results that have not been retrieved are deleted according
to the interval specified by maxCompletedTransactionAge.

Configuration Guide for Arbortext Publishing Engine



~ Note

If a transaction directory was created for an immediate (non-queued) request,
Arbortext Publishing Engine will copy the transaction directory into the
transaction archive if appropriate and delete it from the active transaction
directory immediately upon completion.

The Global Transaction Name Parameter

The com.arbortext.e3.defaultTransactionName parameter

specifies the descriptive name to use for all incoming requests that do not already

specify a transaction name. The specification can include the string $t, to specify

the unique transaction ID assigned on the Arbortext PE server as part of the

transaction name. For example:

<Parameter name="com.arbortext.e3.defaultTransactionName"
value="unnamed-$t" />

The default value is explicitly set to tran-St.

Arbortext Editor clients can specify a transaction name using the Queued
Transaction Names dialog box (available from Publishing Engine category of
Tools » Preferences) or the Transaction Name field on the File » Publish set of
dialog boxes.

Applications can specify the query parameter t ransaction-name. Refer to
Queuing Query Parameters on page 46 for information.

The Arbortext Publishing Engine Security
Framework Parameter

The com.arbortext.e3.enableSecurityFramework parameter
specifies whether the Arbortext Publishing Engine security framework is enabled

or disabled. For example:
<Parameter name="com.arbortext.e3.enableSecurityFramework"
value="true" />

The default value is false.

The security framework allows every request sent to the Arbortext PE Request
Manager to be classified as "disabled", "unrestricted", or "restricted" based on
users and groups defined in Apache Tomcat. Refer to Arbortext Publishing Engine
Security Framework on page 25 for framework capabilities and details on
configuring the framework. If the framework is disabled, none of the described
request processing takes place and the Arbortext PE Request Manager not
authenticate requests.
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~ Note

While enabling the Arbortext Publishing Engine security framework provides
a layer of security against improper access to Arbortext Publishing Engine, it
should be considered as only one component of your site’s broader security
plan.

The Global Transaction Archive Parameters

The following global parameters manage the transaction archive capability,
described in Monitoring the Transaction Archive on page 115. Use Transaction
Archive link on the Arbortext Publishing Engine index page to view the archived
transactions list, described in Monitoring and Reporting Using a Web Browser on
page 19, .
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com.arbortext.e3.transactionArchiveDirectory

Specifies the directory where archive entries are stored. The default is
explicitly set to the subdirectory transactionArchive, under the
temporary directory specified by
com.arbortext.e3.tempFileDirectory, described in The Global
com.arbortext.e3.tempFileDirectory Parameter on page 82.

If your implementation will archive a large number or size of transactions, you
should put the directory is a location that is not in the server’s temporary
storage area. You should also periodically monitor the transactions held in the
archive; see Monitoring the Transaction Archive on page 115.

com.arbortext.e3.alternateTransactionArchiveDirecto-
ry

Specifies the alternate directory where secure archive entries are stored. The
default is explicitly set to the subdirectory
alternateTransactionArchive. You can supply an absolute path to
the location, or a relative path under the temporary directory specified by
com.arbortext.e3.tempFileDirectory.

com.arbortext.e3.transactionArchive.enable

Specifies whether the transaction archive is enabled. By default, it’s set to
true. Specify false to turn off archiving transactions.

If it is set to true, then a transaction can be archived, as determined by the
com.arbortext.e3.transactionArchive.selector (set to any
valid value other than none). The values of the test-archive-
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transactionor test-alternate-transaction—-archivetest sets
determine where the transaction should be archived.

e com.arbortext.e3.transactionArchive.clearOnStart

Specifies whether to clear the transaction archive when Arbortext Publishing
Engine starts.

O false (explicitly set as the default) keeps archive entries when Arbortext
Publishing Engine starts.

Keeping archived entries means the archive keeps all its entries each time
Arbortext Publishing Engine starts.

O true clears archive entries each time Arbortext Publishing Engine starts.

* com.arbortext.e3.transactionArchive.maxAge

Specifies the maximum time in hours that an entry will remain in an archive
before it is automatically deleted. A value of 0 means never delete archive
entries. The default is explicitly set to 48 h